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AKUNIVERSITY–MCACourseStructure 
 

MCAIYear–ISemester 

S. 

No. 

Course 

Code 

 

Category 

 

Course 

Max 

Marks 

HoursPer 

Week 

 

Credits 

I E L T P 

1 MCA101 C DataStructureswithC++ 30 70 3 1 0 4 

2 MCA102 C DatabaseManagementSystems 30 70 3 1 0 4 

3 MCA103 C OperatingSystems 30 70 3 1 0 4 

4 MCA104 CF ProbabilityandStatistics 30 70 3 1 0 4 

 

5 

MCA105.1  

EF 

ComputerOrganization  

30 
 

70 
 

3 
 

1 
 

0 
 

4 MCA105.2 DigitalLogicDesign 

MCA105.3 DiscreteMathematicalStructures 

6 MCA106 P-I DataStructureslab 30 70 0 0 6 2 

7 MCA107 P-II DatabaseManagementSystemsLab 30 70 0 0 6 2 

8 MCA108 SEC CommunicationSkills 50 - 0 3 0 2 

   TOTAL 260 490 15 8 12 26 

C–Mandatory Core EF–ElectiveFoundation 

CF – Compulsory Foundation SEC–SkillEnhancementCourse P 

– Practical 

 

 

MCAIYear–IISemester 

S. 

No. 

Course 

Code 

 

Category 

 

Course 

Max 

Marks 

HoursPer 

Week 

 

Credits 

I E L T P 

1 MCA201 C SoftwareEngineering 30 70 3 1 0 4 

2 MCA202 C ComputerNetworks 30 70 3 1 0 4 

3 MCA203 C WebTechnologies 30 70 3 1 0 4 

4 MCA204 CF ArtificialIntelligence 30 70 3 1 0 4 

5 
MCA205.1 

EF 
ProgrammingandProblem-SolvingusingPython 

30 70 3 1 0 4 
MCA205.2 IntroductiontoRProgramming 

6 MCA206 P-I PythonProgramming/RProgrammingLab 30 70 0 0 6 2 

7 MCA207 P-II WebTechnologies Lab 30 70 0 0 6 2 

8 MCA208 SEC Seminar 50 - 0 3 0 2 

9 MCA209 MC DataVisualization&BusinessAnalytics - - 0 0 0 0 

   TOTAL 260 490 15 8 12 26 

C–Mandatory Core EF–ElectiveFoundation 
CF–CompulsoryFoundation SEC–SkillEnhancementCourse 
P–Practical MC–MandatoryCourses(MOOCs) 



MCAIIYear–IIISemester 

S. 

No. 

Course 

Code 

 

Category 

 

Course 

Max 

Marks 

HoursPer 

Week 

 

Credits 

I E L T P 

1 MCA301 C DataMiningandBigData 30 70 3 1 0 4 

2 MCA302 C CloudComputing 30 70 3 1 0 4 

3 MCA303 C MachineLearning 30 70 3 1 0 4 

4 
MCA304.1 

E-I 
Cryptography&NetworkSecurity 

30 70 3 1 0 4 
MCA304.2 Cyber Security 

 

5 

MCA305.1 
 

E-II 

MobileComputingwithAndroid 
 

30 

 

70 

 

3 

 

1 

 

0 

 

4 MCA305.2 BlockChainTechnology 

MCA305.3 MicrosoftDynamics 

6 MCA306 P-I DataMiningandBigDataLab 30 70 0 0 6 2 

7 MCA307 P-II Cryptography&NetworkSecurity lab 30 70 0 0 6 2 

8 MCA308 SEC TechnicalReport Writing 50 - 0 3 0 2 

9 MCA309 MC CloudComputing&DevOpsFundamentals - - 0 0 0 0 

   TOTAL 260 490 15 8 12 26 

C–Mandatory Core E– Elective 

CF–CompulsoryFoundation SEC–SkillEnhancementCourse 
P–Practical MC–MandatoryCourses(MOOCs) 

 

 

 

MCAIIYear–IVSemester 

S. 

No. 

Course 

Code 

 

Category 

 

Course 

Max 

Marks 

HoursPer 

Week 

 

Credits 

I E L T P 

1 MCA401 SEC ProjectWork - 150 0 0 24 18 

   TOTAL 0 150 0 0 24 18 

SEC–SkillEnhancementCourse 



 

 

 

 

SEMESTER I 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 

 

 

 

SEMESTER II 



 



 



 



 



 



 



 



 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



                   MCA204(22):ARTIFICIALINTELLIGENCE 

Unit-I: 

What is AI? : The AI Problems, The Underlying Assumption, What is AI Technique?, The 

level of the Model, Criteria for Success. 

Problems, Problem spaces & Search: Defining the Problem as a State Space   Search, Production  

Systems, Problem Characteristics, Production System Characteristics, Issues in the design of 

 Search Programs, Additional Problems. 

Heuristic search techniques: Generate and Test, Hill Climbing, Best First Search, Problem            

Reduction, Constraint Satisfaction, Means Ends Analysis. 

Unit-II: 

Knowledge Representation Issues: Representations and Mappings, Approaches to 

Knowledge Representation, Issues in Knowledge Representation, the Frame Problem 

Using PredicateLogic:RepresentingSimpleFactsin Logic,Representing Instance and Isa 

Relationships, Computable Functions and Predicates, Resolution, Natural Deduction 

RepresentingknowledgeusingRules:ProceduralversusDeclarativeKnowledge,Logic 

Programming, Forward versus Backward Reasoning, Matching, Control Knowledge 

Unit-III: 

Symbolic Reasoning under Uncertainty: Introduction to Nonmonotonic Reasoning, 

Logics for Nonmonotonic Reasoning, Implementation Issues, Augmenting a Problem 

Solver, Implementation: Depth-First Search, Implementation: Breadth-First Search 

Weakslot&fillerStructures:SemanticNets, Frames 

Planning : Overview, An Example Domain : The Blocks World, Components of a Planning 

System, Goal Stack Planning, Nonlinear Planning Using Constraint Posting, Hierarchical 

Planning, Reactive Systems, Other Planning Techniques 

Unit-IV: 

NaturalLanguageProcessing:Introduction,SyntacticProcessing,SemanticAnalysis, 

Discourse and Pragmatic Processing 

Commonsense: Qualitative Physics, Commonsense Ontologies, Memory Organisation, 

Case- Based Reasoning 

ExpertSystems:RepresentingandUsingDomainKnowledge,ExpertSystemShells, Explanation, 

Knowledge Acquisition 

 

PrescribedBook: 

1) KnightK,“ArtificialIntelligence”, TMH(1991) 

 

ReferenceBook: 

1) Michael Negnevitsky,“Artificial Intelligence–A Guide 

toIntelligentSystems”,Second Edition, Pearson Education (2008) 

2) WinstonP.H,“ArtificialIntelligence”,AddisionWesley(1993) 



 

 

  



 



 



 



 



 



 



 



 

 

 

 

SEMESTER III 



ANDHRA KESARI UNIVERSITY 

DEPARTMENT OF COMPUTER SCIENCE 

MASTEROFCOMPUTERAPPLICATIONS 

SEMESTER-III 

 

SEMESTER 

MCA301:DataMining andBigData 
L T P C 

III 3 1 0 4 

LEARNINGOBJECTIVES(LO): 

Thecourseis designedtomeettheobjectivesof: 

LO1 
ToidentifythescopeandessentialityofDataWarehousingandMining. 

LO2 Toanalysedata,chooserelevantmodelsandalgorithmsforrespectiveapplications 

LO3 
Todevelopers’archinteresttowardsadvancesindatamining 

LO4 
Toprovideanoverviewofanexcitinggrowingfieldofbigdataanalytics. 

 

 

COURSEOUTCOMES(CO): 

Studentsuponcompletionofthiscoursewillbeableto: 

CO1 UnderstandDataWarehousefundamentals,DataMiningPrinciples 

CO2 
Identifyappropriatedataminingalgorithmstosolverealworldproblems 

CO3 
Compare and evaluate different data mining techniques like classification, prediction, 

clustering and association rule mining. 

CO4 Understandthekeyissuesinbigdatamanagementanditsassociated 

applicationsinintelligentbusinessandscientificcomputing. 

CO5 Acquirefundamentalenablingtechniquesandscalablealgorithmslike 

Hadoop,MapReduceinbigdataanalytics. 



MCA301 DataMiningand Big Data 
 

 

Unit–I 

 

Data Warehouse and OLAP Technology:An Overview: What is Data Warehouse? - A 

Multidimensional Data Model - Data warehouse Architecture - From Data Warehousing to Data 

Mining 

 

Data mining– Introduction, Data mining on what kind of data , Data mining functionalities, 

classification of Data mining systems, Major issues in Data mining 

Unit–II 

 

Mining Association rules in large databases- Association rule mining, Mining single- 

DimensionalBooleanassociationrulesfromTransactionaldatabases,Miningmulti-Dimensional 

Association rules from relational Databases and Data Warehouses 

 

Classification and Prediction - Introduction classification by decision tree induction, Bayesian 

Classification. Other classification methods, classification by back propagation, Prediction, 

classifier accuracy 

 

 

Unit–III 

 

Cluster analysis – Introduction, Types of data in cluster analysis, a categorization of major 

clustering methods, portioning methods, hierarchical methods and Density based methods: 

DBSCAN, Grid-based method: STING, Model based clustering method: Statistical Approach, 

outlier analysis. 

 

 

Unit–IV 

 

Big Data: Introduction – distributed file system – Big Data and its importance, Four Vs. Drivers 

for Big data, Big data analytics, Big data applications. 

 

Hadoop:Hadoop Architecture, Hadoop Storage: HDFS, Common Hadoop Shell commands, 

Anatomy of File Write and Read, Hadoop Map Reduce paradigm. Writing Hadoop Map Reduce 

Programs 

 

PrescribedBooks: 

 

1. JiaweiHanMichelineKamber,“Datamining&Techniques”,MorganKaufmannpublishers 

2. Boris Lublin sky, Kevint.Smith, Alexey Yakubovich,“Professional Hadoop Solutions”, 

Wiley, ISBN: 9788126551071, 2015. 

3. ChrisEaton,Dirkderoosetal,“UnderstandingBigdata”,McGrawHill,2012. 

4. TomWhite,“HADOOP:ThedefinitiveGuide”,Oreilly2012. 



ANDHRA KESARI UNIVERSITY 

DEPARTMENT OF COMPUTER SCIENCE 

MASTEROFCOMPUTERAPPLICATIONS 

SEMESTER-III 
 

SEMESTER 

MCA302:CLOUDCOMPUTING 
L T P C 

III 3 1 0 4 

LEARNINGOBJECTIVES(LO): 

Thecourseis designedtomeettheobjectivesof: 

LO1 Thestudentwilllearnaboutthecloudenvironment,buildingsofthesystemsand 

componentsthatscaletomillionsofusersinmoderninternet 

LO2 Cloudconceptscapabilities acrossthevarious cloud servicemodelsincluding Iaas,Paas, Saas, 

LO3 Developingcloud-basedsoftwareapplicationsontopofcloudplatforms. 

 

 

COURSEOUTCOMES(CO): 

Studentssuccessfullycompletingthismodulewillbeableto: 

 

CO1 UnderstandingthekeydimensionsofthechallengeofCloudComputing 

CO2 Assessment of the economics, financial, and technological implications 

for selecting cloud computing for own organization. 



MCA302:CLOUDCOMPUTING 
 

Unit–I 

 

Cloud Computing Basics: Cloud Computing Overview, applications, Intranets and the 

Cloud, First Movers in the Cloud. 

Your Organization and Cloud Computing: When you can use Cloud Computing, Benefits Limitations. 

Cloud Computing with Titans: Google, EMC, Net App, Microsoft, Amazon, Salesforce.com, IBM and 

partnerships. 

Unit–II 

The Business Case for Going to the Cloud-Cloud Computing Services, How those 

Applications Help your Business, Deleting your Data center, Thomson Reuters. 

 

 
HardwareandInfrastructure:Clients,Security-DataLeakage,Off-loadingwork, Logging, 

Forensics, Compliance VPNs, Key management; Network; Services - identify, integration, 

mapping, payment, search. 

AccessingtheCloud:Platformswebapplications,WebAPIs,WebBrowsers. 

 

Unit-III 

 

CloudStorage:Overview,Cloudstorageproviders. 

 

SoftwareasaService:Overview,DrivingForces,CompanyOfferingsandIndustries. 

 

SoftwareplusServices:Overview,MobileDeviceIntegration,Providers,Microsoftonline. 

Unit-IV 

 

Local Clouds, Thin Clients, Thick clients: Types of Virtualizations, Virtualization in Your 

Organization, Server Solutions, Thin Clients. 

Migrating to the Cloud: Cloud Services for Individuals, Cloud Services Aimed at the Mid- 

Market, Enterprise-Class Cloud Offerings, Migration 

Best Practices and the Future of Cloud Computing-Analyze Your Service, Best 

Practices, How Cloud Computing Might Evolve. 

 
PrescribedBook: 

 

AnthonyT.Velte,TobyJ.Velte,RobertElsenpeter,“CloudComputingAPractical Approach”, 

McGraw-Hill. 

REFERENCES: 

 

1. MichaelMiller,“CloudComputing”,PearsonEducation,New 

2. Raj Kumar Buyya, Christian Vecchiola, S.ThamaraiSelvi,"Mastering Cloud Computing", 

McGraw Hill Education. 

3. Haley Beard, Cloud Computing Best Practices for Managing and Measuring Processes for 

On-demandComputing,ApplicationsandDataCentersintheCloudwithSLAs,EmereoPty 

Limited, July 2008. 

4. CloudApplicationArchitectures,GeorgeReese,ISBN:8184047142,Shroff/O'Reilly,2009. 



ANDHRA KESARI UNIVERSITY 

DEPARTMENT OF COMPUTER SCIENCE 

MASTEROFCOMPUTERAPPLICATIONS 

SEMESTER-III 
 

 

SEMESTER 

MCA303:MACHINELEARNING 
L T P C 

III 3 1 0 4 

 
LEARNINGOBJECTIVES(LO): 

Thecourseis designedtomeettheobjectivesof: 

LO1 Tointroducetothestudentsthebasicconceptsandfundamentalsofmachinelearning 

LO2 Todevelop skillsof implementingmachinelearningtechniques 

LO3 Tofamiliarizethestudentswithlatesttechnologies 

LO4 Toimplementmachinelearningsolutionstoclassification,regressionandclustering 

 

 

COURSEOUTCOMES(CO): 

Studentssuccessfullycompletingthismodulewillbeableto: 

 

CO1 Howtomakeacomputerprogramtolearnfromexperience 

CO2 Importanceofconceptlearning 

CO3 Representationofdecisionsanddecisionmakingexplicitly 

CO4 Tocometoaconclusionfromtheobservationsaboutanitem 

CO5 Predictionofprobabilities 



MCA303MachineLearning 

 

UNIT-I 

Introduction - Well-posed learning problems, designing a learning system, Perspectives and 

issues in machine learning 

 

Concept learning and the General to Specific Ordering – Introduction, A concept learning 

task, Concept learning as search, Find-S: finding a maximally specific hypothesis, Version 

spaces and the Candidate-Elimination algorithm, Remarks on version spaces and Candidate- 

Elimination, Inductive Bias 

 

UNIT-II 

Decision Tree learning–Introduction, Decision tree representation, Appropriate problems for 

decision tree learning, The basic decision tree learning algorithm, Hypothesis space search in 

decision tree learning, Inductive bias in decision tree learning, Issues in decision tree learning 

Evaluation Hypotheses – Motivation, Estimation hypothesis accuracy, Basics of sampling 

theory, A general approach for deriving confidence intervals, Difference in error of two 

hypotheses, Comparing learning algorithms 

 

Bayesian learning – Introduction, Bayes theorem, Bayes theorem and concept learning, 

Maximum likelihood and least squared error hypotheses, Maximum likelihood hypotheses for 

predictingprobabilities,Minimumdescriptionlengthprinciple,Bayesoptimalclassifier, Gibbs 

algorithm, Naïve Bayes classifier, An example learning to classify text, Bayesian belief 

networks The EM algorithm 

UNIT-III 

 

Computational learning theory – Introduction, Probability Learning an ApproximatelyCorrect 

Hypothesis, Sample Complexity for Finite Hypothesis Space, Sample Complexity for infinite 

Hypothesis Spaces, The Mistake Bound Model of Learning 

 
Instance-Based Learning- Introduction, k -Nearest Neighbor Learning, Locally Weighted 

Regression, Radial Basis Functions, Case-Based Reasoning, Remarks on Lazy and Eager 

Learning 

 

Unit-IV 

Genetic Algorithms – Motivation, Genetic Algorithms, An illustrative Example, Hypothesis 

SpaceSearch,GeneticProgramming,ModelsofEvolutionandLearning,Parallelizing Genetic 

Algorithms 

 

Combining Inductive and Analytical Learning – Motivation, Inductive-Analytical 

Approaches to Learning, Using Prior Knowledge to Initialize the Hypothesis, Using Prior 

Knowledge to Alter the Search Objective, Using Prior Knowledge to Augment SearchOperators 

 
Reinforcement Learning –Introduction, the Learning Task, Q Learning, Non-Deterministic, 

Rewards and Actions, Temporal Difference Learning, Generalizing from Examples, 

Relationship to Dynamic Programming 

 

PrescribedTextbook: 

MachineLearning–TomM.Mitchell,-MGH 

 

ReferenceBook: 
1. IntroductiontoMachine Learning,-EthemAlpaydin,-PHI 

2. MachineLearning:AnAlgorithmicPerspective,StephenMarsland,Taylor&Francis 



ANDHRA KESARI UNIVERSITY 

DEPARTMENT OF COMPUTER SCIENCE 

MASTEROFCOMPUTERAPPLICATIONS 

SEMESTER-III 
 

 

SEMESTER 

MCA304.1:CRYPTOGRAPHY 

ANDNETWORKSECURITY 

L T P C 

III 3 1 0 4 

 

 
LEARNINGOBJECTIVES(LO): 

Thecourseis designedtomeettheobjectivesof: 

LO1 Securitybreachescanbeveryexpensiveintermsofbusinessdisruptionandthe 

financial losses that may result. 

LO2 Increasingvolumesofsensitiveinformationaretransferredacrosstheinternetor intranets 

connected to it. 

LO3 Networkingthatmakeuseofinternetlinksarebecomingmorepopularbecause 

theyarecheaperthandedicatedleasedlines.This,however,involvesdifferent users 

sharing internet links to transport their data. 

LO4 Directorsofbusinessorganizationsareincreasinglyrequiredtoprovideeffective 

information security. 

 

 

COURSEOUTCOMES(CO): 

Studentssuccessfullycompletingthismodulewillbeableto: 

 

CO1 Identifysomeofthefactorsdrivingtheneedfornetworksecurity. 

CO2 Identifyandclassifyparticularexamplesofattacks. 

CO3 
Compareandcontrastsymmetricandasymmetricencryptionsystemsandtheinvulnerabilityto attack, 

and explain the characteristics of hybrid systems 

CO4 Describetheuseofhashfunctionsandexplainthecharacteristicsofone- way and 

collision- free functions. 

CO5 Describeanddistinguishbetweendifferentmechanismstoassurethefreshness 

ofamessage 

CO6 Explain therole of third-partyagents inthe provisionofauthenticationservices. 

CO7 Discuss the effectivenessof passwordsinaccesscontrolandtheinfluenceof 

humanbehaviour 

CO8 Identifytypesoffirewallimplementationsuitablefordifferingsecurityrequirements 

CO9 Distinguish between firewalls based on packet-filteringrouters, application level gateways and 

circuit level gateways. 



MCA304.1:CRYPTOGRAPHYANDNETWORKSECURITY 
 

Unit-I 

 

Introduction:Securitytrends,theOSIsecurityarchitecture,securityattacks,securityservices,security 

mechanisms, a model for network security. 

 

Classical encryptiontechniques: Symmetric cipher model, Substitution techniques, Transposition 

techniques, Rotor machines, Steganography. 

 

Blockcipherandthedataencryptionstandard:Blockcipherprinciples,thestrengthofDES,Differentialand linear 

cryptanalysis, Block cipher design principles. 

 

Confidentiality using Symmetric Encryption: Placement of encryption function, Traffic confidentiality, 

key distribution, random number generator. 

UNIT-II 

 

PublickeycryptographyandRSA:Principlesofpublickeycryptosystems,TheRSAlgorithm 

 

Keymanagement:Otherpublic-keycryptosystems:Keymanagement,Diffie-Hellmankeyexchange. 

 

Message authentication and hash functions: Authentication requirements, Authentication functions, 

message authenticationcodes, Hash functions,security of hash functions and MACs.  

 

Digital signatures and authentication protocols: Digital signatures, Authentication protocols, Digital 

Signature standard. 

 

UNIT-III 

 

AuthenticationApplications:Kerberos,X.509authenticationservice 

 

EmailSecurity: Prettygoodprivacy,S/MIME 

 

IP security: IP security overview, IP security architecture, Authentication header, Encapsulating security 

payload, combining security associations, key management. 

 

Websecurity:Websecurityconsiderations,SecureSocketLayerandtransportlayersecurity,Secure 

electronic transaction. 

 

 

UNIT-IV 

 

Intruders:Intruders,Intrusiondetection,passwordmanagement 

 

MaliciousSoftware:Virusesandrelatedthreads,viruscountermeasures,distributedenialof service 

attacks. 

Firewalls: Firewall Designprinciples, trusted systems, common criteria for information technology, 

security evaluation. 



PrescribedBook: 

 

WilliamStallings,“CryptographyandNetworkSecurity”,Fourthedition,PHI. 

 

ReferenceBooks: 

 

1. William Stallings, “Network Security Essentials– Applications and Standards”, 

Third Edition, Pearson Education (2007). 

 

2. ChrisMcNab,“NetworkSecurityAssessment”,2ndEdition,OReilly(2007). 

 

3. JonErickson, “Hacking–TheArtof Exploitation”,SPD,NOSTARCHPress(2006). 

 

4. NealKrawety,“IntroductiontoNetworkSecurity”,Thomson(2007). 



ANDHRA KESARI UNIVERSITY 

DEPARTMENT OF COMPUTER SCIENCE 

MASTEROFCOMPUTERAPPLICATIONS 

SEMESTER-III 
 

 

SEMESTER 

MCA304.2:CYBER SECURITY 
L T P C 

III 3 1 0 4 

 

 
CourseObjectives(CO): 

Thestudentswillbeableto: 
 

CO1 Understandvariousblockcipherandstreamciphermodels 

CO2 Describe the principles of public key crypto systems, hash functions and digital 

signature 

CO3 TogetafirmknowledgeonCyberSecurityEssentials 

 

CourseOutcomes(CO): 

Attheendofthecourse,thestudentswillbeableto: 
 

CO1 Explainbasicsecurityalgorithmsrequiredbyanycomputingsystem 

CO2 Analyzethepossiblesecurityattacksincomplexrealtimesystemsandtheireffective 

countermeasures 

CO3 Comparevariousgoverningbodiesofcyberlaws 

CO4 Infervariousprivacypoliciesforanorganization 

CO5 Solve the vulnerabilities in any computing system and hence be able to design a 

security solution 

 

Correlation between Outcomes (COs) and Program Outcomes (POs) and 

Program Specific Outcomes (PSOs): 

 

CO PO PSO 

1 2 3 4 5 6 7 8 9 10 11 12 1 2 3 

CO1 2       2  2   2 2  

CO2 2       2  2   2 2  

CO3 3       3  3   3 3 2 

CO4 3       3  3   3 3 2 

CO5 3       3  3   3 3 2 



MCA304.2CYBERSECURITY 

UnitI: 

Introduction to Security: Data Encryption Standard-Block cipher principles-block 

ciphermodesofoperation-AdvancedEncryptionStandard(AES)-TripleDES-Blowfish-RC5 

algorithm 

Public Key Cryptography and Hash Algorithms: Principles of public key crypto systems- 

The RSA algorithm- Key management-Diffie Hellman Key exchange- Hash functions-Hash 

Algorithms (MD5, Secure Hash Algorithm) 

UnitII: 

Fundamentals of Cyber Security: Attacker Techniques and Motivations: How Hackers 

Cover Their Tracks- Fraud Techniques - Threat Infrastructure. 

Exploration:TechniquestoGainaFoothold(Shellcode,SQLInjection,MaliciousPDFFiles) 

-Misdirection,Reconnaissance,andDisruptionMethods 

UnitIII: 

Privacy to provide Cyber Security: Privacy Concepts -Privacy Principles and Policies - 

Authentication and Privacy- Data Mining- Privacy on the Web- Email Security-Privacy 

Impacts of Emerging Technologies 

UnitIV: 

CyberSecurityManagementandIncidents:SecurityPlanning-BusinessContinuity Planning - 

Handling Incidents - Risk Analysis – Dealing with Disaster. 

LegalIssuesandEthics:ProtectingprogramsandData–Informationandthelaw–Rightsof Employees and 
Employers 

EmergingTopics:TheInternetofThings-CyberWarfare 

Textbook: 

1. WilliamStallings,“CryptographyandNetworkSecurity”,PearsonEducation,6thEdition,2013. 

2. Graham.Howard,R.,Olson.CyberSecurityEssentials,CRCPress,2011. 

3. Charles P.P fleeger Shari Lawrence P fleeger Jonathan Margulies, Security in Computing, 

5th Edition, Pearson Education, 2015. 



ANDHRA KESARI UNIVERSITY 

DEPARTMENT OF COMPUTER SCIENCE 

MASTEROFCOMPUTERAPPLICATIONS 

SEMESTER-III 

 

SEMESTER 

MCA305.1:MOBILE 

COMPUTINGWITHANDROID 

L T P C 

III 3 1 0 4 

 

 
LEARNINGOBJECTIVES(LO): 

Thecourseis designedtomeettheobjectivesof: 

LO1 Tointroducetheconceptofmobileandroid 

LO2 Tointroducetheconceptofdifferentviewsofandroid 

LO3 Tounderstandthedesigningaspectsofandroidmobiles. 

LO4 TomakethemfamiliarwithSMS,email,service,bindinganddeployingAPks. 

 

 

COURSEOUTCOMES(CO): 

Studentssuccessfullycompletingthismodulewillbeableto: 

 

CO1 FamiliarizedwithmobileandroidTerminology. 

CO2 Understandandbuildinginterfaces. 

CO3 Understandandcreatingmenus 

CO4 Gainknowledgeaboutthepublishing,deployingAPKfilesandEclipse. 



MCA305.1 MobileComputingwithAndroid 
Unit–I 

 

What is Android? Features of Android, Architecture of Android, Eclipse, Android SDK, and 

ADT, Creating Android virtual devices, Creating Application and Anatomy application. 

Understanding Activities – Applying styles and themes to activity, hiding the activity title, 

displaying a dialog window, displaying a progress dialog. Linking Activities using intents. 

Calling built-in applications using intents. 

Unit–II 

 

Understand the components of a screen, Adapting to display orientation, managing changes to 

screen orientation, creating the user interface programmatically, listening for UI notifications. 

Basic views, picker’s views, list views. Using images views to display pictures, using menus 

with views and some additional views. 

Unit–III 

 

Userpreferences,persistingdatatofiles,creatingandusingdatabases,sharingdatain android, using a 

content provider, creating yourown content provider, SMS messaging, e-mails and networking. 

Unit–IV 

 
Creating own services, communicating between a service and an activity, binding activities to 

services, publishing, deploying APF files and eclipse. 

 

 

PrescribeBook 

BeginningAndroid4ApplicationDevelopment,Wei-MengLee,Wiley 
 

 

ReferenceBooks 

ProfessionalAndroid4ApplicationDevelopment,RetoMeier,WileyIndia,(Wrox). 



ANDHRA KESARI UNIVERSITY 

DEPARTMENT OF COMPUTER SCIENCE 

MASTEROFCOMPUTERAPPLICATIONS 

SEMESTER-III 
 

 

SEMESTER 

MCA305.2:BLOCKCHAIN TECHNOLOGY 
L T P C 

III 3 1 0 4 

 
LEARNINGOBJECTIVES(LO): 

Thecourseis designedtomeettheobjectivesof: 

LO1 To introducetheconceptofBlockchain 

LO2 Toovercometheproblemsofcentralization 

LO3 TointroducetheconceptofBitcoin 

LO4 TomakethemfamiliarwithBitcoinnetwork,payments,clientsandAPIs 

 

 

COURSEOUTCOMES(CO): 

Studentssuccessfullycompletingthismodulewillbeableto: 

 

CO1 Explain the fundamental concepts of blockchain technology, including decentralization, distributed 

systems,typesofblockchains,andtheevolutionofblockchainandBitcoin.  

CO2 Analyze cryptographic principles such as symmetric and asymmetric cryptography, public–private 

keymechanisms,andtheirroleinsecuringblockchaintransactionsandfinancialsystems.  

CO3 DescribethearchitectureandworkingofBitcoin,includingdigitalwallets,transactions,mining process, 

alternative cryptocurrencies, and the limitations of Bitcoin. 

CO4 ApplyknowledgeofBitcoinnetworks,paymentmechanisms,wallets,clients,andAPIsto understand 

real-world blockchain-based financial applications. 



MCA305.2BlockChainTechnology 
Unit–I 

Block chain, the growth of block chain technology, distributed systems, the history of block 

chain and Bit coin, types of block chain. Decentralization, methods of decentralization, routesof 

decentralization, block chain and full ecosystem decentralization, smart contracts, Decentralized 

organizations and platforms for decentralization. 

 

Unit–II 

Symmetric Cryptography, working with the Open SSL command line, cryptographicprimitives. 

Public Key Cryptography, asymmetric cryptography, public and private keys and financial 

markets and trading. 

 

Unit–III 

Introducing Bit coin, Bit coin, digital keys and addresses, transactions, block chain, mining. 

Alternative Coins. Limitations of Bit coin 

 

Unit–IV 

Bit coin Network and payments, The Bit coin network, wallets, Bit coin payments, innovationin 

Bit coin, Bit coin Clients and APIs. 

 

 

PrescribeBook 

MasteringBlockchain2ndEdition,ImranBashir,PACKTPublication 
 

 

ReferenceBooks 

Arvind Narayanan, JosephBonneau, Edward Felten,Andrew Miller, andSteven Gold feder. 

Bitcoinandcryptocurrencytechnologies:acomprehensiveintroduction.Princeton University Press, 

2016. 



ANDHRA KESARI UNIVERSITY 

DEPARTMENT OF COMPUTER SCIENCE 

MASTEROFCOMPUTERAPPLICATIONS 

SEMESTER-III 
 

SEMESTER 

MCA305.3:MICROSOFTDYNAMICS 
L T P C 

III 3 1 0 4 

 
LearningObjective(LO): 

 

LO1 ExploreDynamics365applications. 

LO2 
Discover business value in Dynamics 365 applications and how they support 

digital transformation. 

LO3 Gainin-depthknowledgeofCRMapplicationmodules. 

LO4 
UnderstandDynamics365customization,configuration,integration, 

deploymenttypes 

LO5 Designandconfigurebusinessunits 

 

CourseOutcomes(CO): 

Attheendofthecourse,thestudentwillbeableto 
 

CO1 UnderstandDynamics365framework 

CO2 
ExaminetheDesignandconfigurationofBusinessUnits,Configure 
SecurityRoles 

CO3 ExperimentwithCreatingandmanagingentities 

CO4 IllustratetheCustomizationofforms,viewsandvisualizations 

CO5 Developvariousprocessflowsandsolutionmanagement. 

 
CorrelationbetweenOutcomes(COs)andProgramOutcomes(POs)andProgramSpecificOutcomes(PSOs): 

CO PO PSO 

1 2 3 4 5 6 7 8 9 10 11 12 1 2 3 

CO1 2       2   2  2 2  

CO2 2       2   2  2 2  

CO3 3       3   3  3 3 2 

CO4 3       3   3  3 3 3 

CO5 3       3   3  3 3 3 



MCA305.3MicrosoftDynamics 
SYLLABUS 

 

 

UNIT1 

Prerequisites 

a) InstallVSCode-https://code.visualstudio.com/download 

b) InstallDockerEngine-https://docs.docker.com/engine/install/ 

c) InstallAlVisxfile 

I. GotovisualStudiocodeandthenmarketplace 

II. SearchALandinstalltheALLanguagevsixfile 

d) Install Bc Contianer Helper - 

https://github.com/microsoft/navcontainerhelper/blob/master/NavContainerHelper.md #Get Started 

Helper 

e) Install Bc Container using BC Contianer helper - 

https://github.com/microsoft/navcontainerhelper/blob/master/NavContainerHelper.md 

#Get Started Run 

 

UNITII 

BusinessCentral–BasicFunctionalKnowledge 

a) Getting Started - https://learn.microsoft.com/en-us/training/paths/get-started- dynamics-365- 

business-central/ 

b) Sales-https://learn.microsoft.com/en-us/dynamics365/business-central/sales-manage-sales 

c) Purchase - https://learn.microsoft.com/en-us/dynamics365/business- central/purchasing-manage- 

purchasing 

d) Inventory - https://learn.microsoft.com/en-us/dynamics365/business- central/inventory-manage- 

inventory 

 

UNITIII 

BusinessCentral–ALDevelopment 

a) Getting Started - https://learn.microsoft.com/en-us/dynamics365/business- central/dev-It 

pro/developer/dev env-get-started 

b) CreatingaSampleProject-https://learn.microsoft.com/en-us/dynamics365/business-central/dev- 

itpro/developer/devenv-extension-example 

c) Keyboard Shortcuts - https://learn.microsoft.com/en-us/dynamics365/business- central/dev-it 

pro/developer/dev env-keyboard-shortcuts 

d) BusinessObjects 

I. Tables - https://learn.microsoft.com/en-us/dynamics365/business- central/dev-it pro/developer/dev 

env-tables-overview 

II. Pages - https://learn.microsoft.com/en-us/dynamics365/business- central/dev-it 

pro/developer/dev env-pages-overview 

III. Events - https://learn.microsoft.com/en-us/dynamics365/business- central/dev-it 

pro/developer/devenv-events-in-al 

IV. Reports - https://learn.microsoft.com/en-us/dynamics365/business- central/dev-it 

pro/developer/dev env-reports. 



UNITIV 

BusinessCentral–ALProgramming 

a) Overview - https://learn.microsoft.com/en-us/dynamics365/business-central/dev- It 

pro/developer/dev env-reference-overview 

b) DataTypes & Methods - https://learn.microsoft.com/en-us/dynamics365/business- central/dev-it 

pro/developer/methods-auto/library 

c) Properties - https://learn.microsoft.com/en-us/dynamics365/business-central/dev- it 

pro/developer/properties/dev env-properties 

d) Triggers - https://learn.microsoft.com/en-us/dynamics365/business-central/dev- it 

pro/developer/triggers-auto/dev env-triggers 

e) ALMethods - https://learn.microsoft.com/en-us/dynamics365/business- central/dev-It 

pro/developer/dev env-al-methods 

f) ALSimpleStatements - https://learn.microsoft.com/en-us/dynamics365/business- central/dev-it 

pro/developer/dev env-al-simple-statements 

g) ALControlStatements - https://learn.microsoft.com/en-us/dynamics365/business- central/dev-it 

pro/developer/dev env-al-control-statements 
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CYCLE–1DataMining 

(UsingPython,Java,WEKAoranyopensourcedataminingtool) 

 

a. WriteaprogramtoGenerateAssociationrulesbyusingAprioralgorithm 

 

b. WriteaprogramtoimplementativeBayesinclassification 

 

c. Writeaprogramtoimplementk-meansclusteringalgorithm 

 

d. Writeaprogramtoimplementk-mediodsclusteringalgorithm 

 

e. Writeaprogramtoimplementdbscanalgorithm 

 

CYCLE–2 Hadoop 
 

1. ImplementthefollowingDatastructuresinJavaa)LinkedListsb)Stacksc)Queues 

d)Sete)Map 

 

2. Studyandconfigurehadoopforbigdata 

 

3. Hadoopcommands 

 

4. RunabasicWordCountMapReduceprogramtounderstandMapReduceParadigm. 

 

5. ImplementMatrixMultiplicationwithHadoopMapReduce 
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1. WriteaJavaprogramtoperformencryptionanddecryptionusingthefollowingalgorithms: 

a) CeaserCipher 

b) SubstitutionCipher 

c) HillCipher 

2. WriteaJavaprogramtoimplementtheDESalgorithmlogic. 

3. WriteaJavaprogramtoimplementRSAAlgorithm. 

4. WriteaC/JAVAprogramtoimplementtheBlowfishalgorithmlogic. 

5. WriteaC/JAVAprogramtoimplementtheRijndaelalgorithmlogic. 

6. Using Java Cryptography, encrypt the text “Hello world” using Blowfish. Create your 

own key using Java key tool. 

7. CalculatethemessagedigestofatextusingtheSHA-1algorithminJAVA. 

8. Writeaprogramtoimplementdigitalsignature. 

 

9. Compute common secret key between client and server using Diffie-Hellman key exchange 

technique. Perform encryption and decryption of message usingthe shared secret key (Use 

simple XOR operation to encrypt and decrypt the message). 

10. Implement DSS algorithm for signing and verification of messages between two parties 

(obtain H (M) using simple XOR method of hash computation on M). 
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Thedepartmentconcernedshalldesignsuitabletechnicalreporttopicsandguidestudentsintopic 

selection, report preparation, and professional technical writing practices.  

SEC–SkillEnhancementCourse 
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SEMESTER 

MCA309:CLOUDCOMPUTINGANDDevOpsFU

NDAMENTALS 

L T P C 

III     

 

 

 

StudentsshouldmandatorilycompleteoneMOOCSCoursethissemester.Thecourse shall be 

delivered through approved MOOCs platforms. The department concerned shall 

recommend suitable courses, guide students in selection and completion, and evaluate 

outcomes as per university and UGC norms. 

MOOCS 



 

 

 

 

SEMESTER-IV 
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SEMESTER 

MCA401:ProjectWork 
L T P C 

IV   4 

per 

week 

16 

 

 

 

 

 

 

 

 

Chairman Members 

Board of Studies  Board of Studies 

Department of Computer Science DepartmentofComputerScience 

AndhraKesariUniversity AndhraKesariUniversity 

The department concerned should guide students in selecting contemporary project topics and 

provide supervision throughout the project, emphasizing current technologies, research 

orientation, implementation, and professional documentation. 

SEC–SkillEnhancementCourse 
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